EVALUATION REPORT

(As Per Rule 35 of PP Rules. 2004)
I Name of Procuring HOQ NADRA Islamabad
Agency:
2 Method of Procurement: Single Stage (02) Envelope Methods
3. Title of Procurement: Procurement of Security Orchestration and Automated Response (SOUR) Technology
4. Tender Inquiry No.: NADRA-HQ-REB-22/2024
5. PPRA Ref. No. (TSE): TS531982E
6. Date & Time of Bid 26" February, 2024 At 11:00 hrs.
Closing:
% Date & Time of Bid 26" February, 2024 At 11:30 hrs.
Opening:
8. No of Bids Received: 07x Bids

Criteria for Bid Evaluation:  As per Eligibility & Technical Evaluation Criteria Mentioned
in Tender Documents
10.  Details of Bid(s) As under: -

Evaluation:

_ " Mars | | Rule/Regulation/SBD*/Policy/ Basis |
Naiis fB' N _Technical | Financial | Evaluated ':f for Rejectlon!Acceptance as per Rule
me o1 BICCET  (If applicable) (If applicable)l  Cost | 35 ofPP Rules, 2004. > \
Only Technical Blds of Seven ﬁrms ie. M.’s Rewterz M/s
M/s Rewterz Qualified qualification Rs.72,437,850/- (Commtel, M/s Trilluim, M/s Techaccess,
. was required M/s SN SKIES, M/s KIWIK & M/s DTC
M/s Commtel Technically Not Qualified were received. Bids were opened on 26™
M/s Trillium Technically Not Qualified February, 2024. Bid of M/s DTC was
Only Technical found non responsive due to non-provision
M/s Techaccess Qualified qualification | Rs.235,530,512/- of supporting documents (non-active NTN
was required & Affidavit is missing). As per technical
M/s SN SKIES Technically Not Qualified levaluation report bid of M/s Commtel, M/s
M/s KIWIK Technically Not Qualified Trillium, M/s SN SKIES and M/s KIWIK

were technically disqualified. Financial
bids of the technically qualified firms i.c.

Non Responsive due to non-provision of supporting [M/s Rewterz and M/s Techaccess were

DI documents (non-active NTN & Affidavit is missing)opened on 28" March, 2024. As per
; financial evaluation bid of M/s Rewterz
| was the most advantageous bidder.
Lowest Evaluated Bidder: M/s Rewterz Information Security

11.  Any other additional / supporting information, the procuring agency may like to share. Nil

qm/ran Hashim

eputy Director

ADRA Procurement

Datcd! 7~ April,2024
)
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Bidder Evaluation Criteria

Sr# |Particulars M/s Rewterz M/s Commtel M/s Trillium M/s Techaccess  |M/s SN Skies M/s Kiwik

11 |Bidder/ Firm has a valid NTN Registration Yes Yes Yes Yes Yes Yes

Z Bidder/ Firm has a valid GST Registation Yes Yes Yes Yes Yes No

13 Bidder/ Firm is active on ATL list of FBR Yes Yes Yes Yes Yes Yes

|4 Affidavit for Non-Blacklisting Yes Yes Yes Yes Yes Yes

5 |Letter of Bid Yes Yes Yes Yes Yes Yes

6 lAudited Bank Statements of lasl 2 years Yes Yes Yes Yes Yes No

|7 Bidder must be authorized partner of OEM Yes Yes Yes Yes Yes Yes

r Incomplete

I All documents [All documents |All documents All documents All documents |document

[ Remarks submitted submitted submitted submitted submitted submission
President: Member 1: Member 2: Member 3:

T

WMuhammad Baber Awan
(Information Security)

Director
Ll T ARS

Mr. Muhammad Waseem Al
Deputy Director (Information Security)

Depu

Mr. Junaid Zafar
Dwector (Networks)

Mr. Haroon Hafeez

MML

Deputy Director (TnD)
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Technical Evaluation

U

—

Pl Description/ Specification Mis R - Mis Co 1 Mfs Trillium | Mis Techaccess Mis SN Skies - Mis Kiwik i
be SOAR technology must converge security orchestration anc |
3 avtomation 1304 security incigent response (51A) and case management, Yes Ves Yes Yes Yes 2 |
capabilities into 2 single selution, ; e ———— _
The platfarm must supoort to automete repeatable tasks, streamline Yas Ves Viig Vo Yes — _
_ (workilows and security tasks for effective incident and case management, . |
_ IThe platform must provide out-of-the-box integrations with well-knawn | .
|case management platforms and eravle full automation of the ticketing Yes Yes Yes Yes Yes
L Leneral Canabil e t . - e R = o
FR mMUST suppart to eliminate manual tasks with automated
ulaybooks o aggregate, parse, deduplicate, and manage millions of daily
d. ndicators across dozens of supported alert sources e.g. SIEM, ECR, | Yes Yes Yes Yes Yes -
wulnerablly scanner, gmall, bicketing, threat inteligence feeds, network
| securty contrals spolcation security controls, AN, PAM ete. ] i = —
i Tne platform must suppert machkine learning, Al and other advanced Vas Mot provided ot Provided Yes Not provided -
|features, ) ~ e ————— ]
; The platform must support fu ....n:m,o.j wed views, layouts, task lists, and Yes Yas Yes Yes
|lows with access control specific 10 users/roles.
Ine plattorm shoule provide flexibility in terms of data format for
a. __._mnmn..u_;. Foresample, it should be able to read ang parse 1SON, XML, Yes Yes Yes Yas Yes -
[Text, HIML, etc, 1
| B S = = S -
The integration with tne SIEM platforms should aliow ingestion of new |
alerts and ary cther information triggered an the SIEM platform The |
'glatform should o 3ole to Integrate with SIEM products and oblain Yas Yes Yes Yes Tes -
|additinna infarmstion using the query features. The platfarm should ne
sble bo pushdatate slEM, | e e L | e N A s I |
Tne glatfarm snoud srovide multiple optons to receive data, For example, Ve Yas Yo Yes Yes o
1 aried " Databases, APIs, Emails, Files, SIEM etc. —
' The platfarm stould suppert integratian with leacing SIEWV vendors (e g
\d Elasticsearch, Splunk ete) The platform should support integration with Yas Yes Yes Yes fes
leadirg threat inteligenca products,
. I...mﬂ_|m|_.u..m‘.._.mm_..3 should have a cansole showing list of all available integrations |
© and supported actons The platform should provide an eption to Yes Yes Yes Yes Yes 7
rable/dsable/ronfigure the integrations with ease. S =z
: Tre seryvice provider MLst provide any integration that s rot avalahle n Ves Ves Ves Ves Vet 3
their App store without any extra cost. |
— T .ﬂ R S B
The platform should provioe a feature 1o define series of actions in the
termr of & playoock that could be executed either avtorratically or on- Limited functionality was
| demans m should allow an eas namism far users to ;
] g bk VIIREIAREmMIN Y Yy Yes displayes during the Yes Yas 7
I confirm or deny the activity, and tne platform should record/oisplay the presentatlon
user response and continue the execution of the playbook autormatically ’
without tne need gt any human intervention, |
The platform must contain pre-defined playbooks for common use cases. A | visual editer ...:? drag ard
[ne-code viscal editer should be available Lo create the playbooks with drag i drop capabilitles s nat Yes Yee Yes
and drep capanites, without the need of using ary seripting ar acovidat
o programmicg language ’
| The playoook should have the option to sena email ta users fora
| |leanfirmation of a certain activity. The playbook should have the option 1o
pause the execution until the respense from the user is rot received . Fach
playbook should be reusable with Lhe nelp of custom rules. These rules Vai Vs Vais Vs Yes oy
should

define can

nswhenacen
secuted automaticaly, without any hurran interve

playboak will be
or. For example,
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el ligene e

Managemnent

configuration ssue or f one of the actions used in the playbook is not
available or 715 dsabled. The alztform should have & glaybock simulation
option that allows the user 10 run a step-by-step execution with predefined
input.

ACH

Playbook simulation option is
not provided.

Playbook simulation option is
not provided

nat provided

The platterm shauld autematically trigger & warkflew when an action with
cefined workilow s executed aither manually or through a playbook. The
ws snoud provide @ timer-based conditions so that the reguest is

delegated based on approvers resgonse ina given bime perod, The
platfarm shouls provide (ngs for each playhook execution The logs should
display the visual Hlow of the execution of each playbook. The log should
cleary show which actions were executec and the output of each action

and decision Tne platform should support nested plavbooksfworkflows,

The platform should allow for the centralized collection, aggregation, de-
duplication, ennecnment of existing data with threat intelligence and
conversion of intellgence into actian.

The platform snould have a secticn that lists all I0Cs faund across any alert,
incigent, or tareat ntelligerce. The 10Cs st sheuld be searchanle, sortable,

Yes

The platform must suppo

integration with third-party systems via text

Tiles {C5V, XL, Database, AR via Web Services and REST, or notification
via structured email, The analysts should be able te acd zssets, affected

venaors, affected groducts, and remediaton details of the advisory,

Yes

Yas

fes

Yes

Yes

Yes

Every actwity dore against an advisery should be logged and displayed in
the detall view in 1he form of a timeline, The timeline should display the

L rame of the yser wino ook the action, time of tha action, and the getails of
| the act

1 The platform should have an option to generate threat

|

|intelligence reports of a single advisory or mutale advisory that are
| present

the platiorm

Yes

Ves

Yas

_q:n watorm shoud provide a separate view that shoule display the
sortable, searchanie, and filterabie st of all the cases related to the threat
intelligence. The glatform should have an option that any adviscry that has
acase openen shoud display tne list of cases in which the advisory is
tagped.

Yes

Yes

“he olattorm must nave workflow automation and case management
features totrack status and compiance of potentially affected operators
against 1008 vulnerablities for preventian, commoan containment and

| remedistion. The platform should provide an aptien for team members to
communicate with eacn other in the form ef comments. The comments
from dif am memoers should be vizible. The platform should
enable Analysts to add detaled mformation about each incident including
Gascription, Aralysis Detals, Breach Details, Remed ation Derails, Asset
Detals, ermbed images 0 the description, @nalysis, and rernediation detail
section etc,

ent

Yes

Yes

Yes

The platform sho
of 1t

enaole Analysts to easily change severity and griority
,aad ather members to an incident, charge category and

| status of an nadent, Any member of an alert, nvestigation, o
{should pe able to s

incige

cident
natask to another member by creating a 1ask The

tasks shoud be ane 1o be defined under 2 certain incident manage ment
tecycle pnasze (¢ g, Analysis, Containment, Eradication, Recovery, etc ) ar
a custam phase. The

latterm should correlate multipe alens recevad
romd

ent scurces and disalay the related alertsfincidents.

3m.r, hie™

”




weline of all activities done on the
4 details should allow analyst to select scoring options
across differant categories {Functional Impact, Observed Activity, Location,

s

t I the final score should be dynamically updated and Yes Yes Yes A\CH Ves
disalayed with proper color cading. Each actiwvity an the timeline should
mention the time/date of the activity, user whe did the activity along with
\an overview of the activity . |
| The platform should have .b_‘_ option to attach files as evidence. The i BEharkRan] ragag
glatform sheuld allow analysts to send notification, appreve and follow-up Vai cannot be attached in the Yas Yes Yes
ernails to the platform users as wall the people whe will nat be using the
i platform.
platform | - 4
Tre platform shouic not just allow converting an alert to incident, but also |
allow users to create an incident or case manually Tre platform should
allow adminstatons 1o customze incident/case categories, subcategories,
@ dispositions, and detection metheds far the incidents, tailar the categories, Yes Yes Yes Yes Yes
sconng ontions, values, priotities etc. The platform should provide option
te generate reports for sirgle incidents as well as all mult ts
over 2 period of time, 1
| | —_ —_— . SR — A o
| . The platform snouwd provice options 1o define escalation rules based en
| 7 tne combination of sevarities, priorities, asset classfications, and asset
H 3 . . e : : . 1 1 SLA tracking s net prowvided,
| jvatues. The platform should allew users with suf Privitagesto-detine Fscalations based on SLA Escalations based on SLA | i & X
| f jescalataonand SLatracking rules. The feature shoula have opticns to e tracking rules is not provided. | tracking rules s not provided. Ves mrE_E.._o:r RASREO mrp
define and track the ‘ncidents based on the time since last response breach is also not provided
recorded on an i entar the time within which an ineident sheuld be
i The platform should autermatically send esealation and 3LA-breach
I [navfications basod on the defired rules, The platform shauld be able to Yas Yes Yes Yes Yes | )
| send a separate notifcation on SLA breach.
_ The _u._m‘..m.n__ msho .__|:“v.‘__|=.n.._.3ﬁnu_n:o: with assel management salution, o i |
| a active directory e1c. The platform should allow to group together multiple Yes Yes Yes Yes Ves .
_ o assets in hierarchical categones I NP S
_ [Tne platform shouls allow assets to be tagged leris, investigalions, ed Functisnalicywas
§ acidents, vunerabllities, threat ntelligance, and cases The platform Ves Yes | R s Yes "
aule nave a searchanie, filterable, and sortable assets |ist view with ! arésentation
option o costomize the list of columns displayed on screen,
tform uld provide a view that shoul provide list ef all incidents,
_ ...___._m._.wu Ities, gdv saries, and _.u_mw i which :._m.wﬁwn qm tagged. The ) - Limited functionality
lution snould provide functionality or support ingestion af Yes Yes ves res arovided.
lspvertyfertcaity of an asset and thereby calculate incidents severity |
nd Wi - == = : - = 4 e T
Hamptmand Separate vulrerability
4 should display @ searchable, sortable, and filterable list of all vulnerabilities Yas FianagasEE vieW. (& ot Yes Yes Yes
wither acoed maruzly, or receved from o third-parcy valnerab ity .
srovided currently.
assessment to
i The platform snould provide integration with coammen vulnerability
| Jassessrment (VA] tools tainitiate valnerability assessments. The list should
] |disglay the ent ty flicensee in which the vuinerakility was found, name of Yes Yes Yes Yes Yes
he vulnerai ity color-coded seventy, resolution status, and last modified
|date.
| 7.m. B g&ai.m._.&...n mawe an opton ta impart velnerabilities from different |
(data souwrces. The glatform snould support autematic inftiation of
i assessments through playbooks when VA tools are integrated fach fes Yes Yes Yes Yes

_Jvulnersbility was found

% | At }ﬁlim.l'\l\h Vr\

wulneran

ysdetal view should have 2 list of devices in whicn Lhe




[ Tre platform shovie provide powerful Ul and visualization features, Th

Linua or Windows Server operating systems. The platform should be

3 | patiorm should .___ns.. n:uﬂn.ﬂ.n_mmu_me_m E:..J sorting and selection. The ves Yes Yes Yes Yes _
| | platferm should provide labeling and tagging features. The platform sheuld
i provide Ul elements drag and drop features. _
he platform should sllow zooming levels at time series, graphical & log | |
view level The platfarm should be able te play back particular events ina
: ks ; i Yes Yes Ves Yes es -
| graphcal way, Toe platform should have a web-based interface capable of |
runring en any latest and supported web browser seamiessly. | I |
I A SN R S el K o : s ! NP _
The platform should provide various visualization aptions for deep-dive
Investigation compliance and repoerting, detailed/intelligent ssarch on raw |
8 and ensicned data, auto-complete, auto-suggest capahilities tased on Yes Yas Vag Yes Yes
| textival data The platform should provide flexitle, widget-driven |
dashboarns and reports to eliminate manual reporting. |
The gplatform should nave a default set of ready-to-use dashboards. For _
example, incidents dashboards, vulnerabilibes dashboard, aulomation
d vashbeard, threat intelligence dashboard, Assets’ dashooard, Cases Yes Yes Yes Yes A h
cashbeard, Hisks dashboard, Prioritization dashboard, KPis dashboards, L1 ]
dashbeard. L dashboard, et
|
The olatform should provide an cption w creale new dashboards ang
© customize exsting dashbioaras accoraing to client needs. Tha platform Yes Yes Yes Yas Yes ks
snauld allow to define name and description of each dashbeard
|
| - I | e
[ Tne platferm should nave the KPls dashbeard er widgets to display MTTD, |
TTTR, &nalyst activities, Recarrng Vulnerabilities, Open ircidents, Closed
f ncidents ete The platform should allow users to set their default Yes Yes Yes Yes an h
dashboard, with the cption to aute refresh the dashboards at a set refresh | |
rate. The platiorm srould eradle shareable dashooards.
The glatform should provide an awiomation dashboard far an overview of
tne barof |
7 number of ac s and playbocks executed. The u_.w:"c__z._ should show Ves Yes Yo Yes Yas | B
|netification related to the decision making actions 2ssigned to the user and
|provide quick access e them.
The platform snould provide custom dashboards or widgets e g. overview
(of number of alerts canverted to nvestigation and number of
i igat : r [l i i i cas
1 investigations converted Lo ngidents In a given period, cases open or Vas Ves as Yes Yes
5 0 the cases where the logged-in user is nvolved, |
te, toe st of 8l upcorming ane due-soon tasxs assigned 1o the |
: |
Limited reporiing features are
a Yes Yes pRr Yes Yes
ty to schedule custom reports with perodic schedules, provided.
The platform shoulo provide out of 1ne box reperts for analysts.
. Report customization cannet Report customization cannot
The platform should provige out-of-the-box reperts for aoministrators, The L
f = be performed by the platform| x be performed by the platform
patform should srovide cut of the box reports for audic and compliance Limited reporting features are
b < Yes user, Supplier will code the Yes user. Suppler code the
ke platfarm shoula provide out of the box reports for executive provided.
report template upen client report template upan client
managerment. \
reguest, request
The solution must be deployatble in the customer's virtual ervironment, ) . o |
|The solutien L iged ; wal Agplance or unnin |
4 st be proviced as a Vinual Agpliance or Seftware, running Vs Yas Yes Vas _

ggployed passively inta infrastructure




Tre platform should suppert high availability companent architecture
ensurng no single poinl of

lure. Support DR failover [ fallback setup, The

inglementatan |

patform should flag and send retifications when there is & connection
I ailure with one of the technolegies integrated with the SCAR o_w:.o“w:. Yes Ves Yes Vs Yes
The platlorm snzuid rave the option te send email-based natifications The
platform should provide an option te view server health (CPU, RAN, disk
usage, etc. | The platform should provide aptions for automatic and |
i manual full backups and restore. e I L
The platform snoule have an eptien 1o enable and use third-party
ion, The i i - Fhis not being provided in
i (authertcation. The alatferm should have an option te invite new users, Yes I ing p | Yes Yes Yes | ,
The platform shou'd support Mulli-Factor Authantication (MFA] for all the platform currently
users Vo _ = . e
The platfarm should 2low 1o combire users in custom groups, The
d platform snaule orovide granular access controt Lo restrct or allow any Yes Yes Yas Yes Yes .
feature or wew available in the platfarm
1 shouid provide the opbion to spely restrctions or who can |
|view, update, and oelete the alerts, investigations, and incidents. The |
platform showie provide a default list of user roles anc privileges assigned
&, 1o each role and aiso should have an option Lo defire custom use roles and Yes Yes Yes Yes Yas -
assign privieges to each user. The platform should log and cisplay every
Lactivity and every action taken within the platform, log and display all
authentication atte mpts including failed logins
| X e e SR | RS | _— ~
te plaliorm shoud se vertically scelable. The platform should not have
estrietions an th number of alerts/recores that can be ingested or - Yes Vo Yes Ves
created n the nlatfarm. The plasfarm should have proner documentations
an how-to puides, FAGS, knowledge base articles and community forums.
The teense of the platform must be of at least 03 years. Yes Yes Yes Yes £ o |
The licenss must support a1 least 50 users. Yes Yes Yes Yes o
| wdor must perferm i f Iyi
vendor must peric _._..mx,n:mz.‘w assessment of the under .__:_m SIEM Vs Yes Yes Yes Yes .
technolagy for comprehensive visinility and securty archestration.
Provider must implement .T__mr m.._w. lakility solution with u.r_.c_.:m—:” failover o Yes Yes Yes Yes
inactive/standby orientation in Primary ano Secondary sites.
e s T — - ——————t
1 |
Provider m sgrate it ith at t |
o roviders mustintegrate s patform with at least 50 custam apomb. Yes Yes Ve Yes Yas | 53
technotoges and all relevani standard technologies deployed at NADRA,
The bigoer must build, 1est, and deploy rew playbooks/workflows required
It (s pen tecnnics | requirements without additional cost for the duration of Yes Yes Yes Yas Yes -
_z._m license, o e
|Provider must pertorm development, cenfiguration, testing, deployment
|ana reporiing af KPI's like MTTD, MTTR, Dwell Time, Compliance Tracking Yes Yes AEH Yes Yes -
The HA solution should orovide real trme data replication/syncirg of events
. | between p: vy and secongary server using data synchronization or Yes Yes Yes Yas Yes
sharad external starage | B
\ Wust provide 247 customer/technical SUPPCrT service. Yes Yes Yes Yes | =
Shoule provide suppart to write irtegrations, create and update playbooks,
I8 implementing ticketing and escalations, create dashboards, user interface Yes Yes Yes Yes Yes
S consoles @no automations - ;
_ et oy . i
" endor J:.v .n_:”:_ de services for Sclution Cnsite Maintenance, Support, Vs Ves Yes Yes Yes o |
Custamization, Seftware and Code updates (28x7|
Ivender must prowide detailed salution design, topolagy, data flows and |
l proy i 20, topology, I Ves Ves Vs Yes Ve
related decumeantation of the complete solution, !
Iust provide on-site 02 resident enginecrs for at least 01 year of the
; 3 & ¥ Yes es Yes Yas Yes

e
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e vendor must provede health check repart after deployment of the |
complete system angd on guarterly basis.

EMIfPrincigsl cetitied in-persan tr g for deployment, configuration,
and complete cperablity of the salutian Training dates can be decidec
| slter ssuance of purchase order as per convenience of the user-
i1 LILDE NATR:A
department

Tne venoor sheuls alse provide a st of electroric and printed

0 aocumentation for the installation, operation, use, and administration of Yes Yes Yeas Yes Yes
the entire solution.
Nof Clualified {Tacomplote |
technical documentation
and absent on
’ g lication Status Qualified Not Qualified Not Qualified Qualified Nol Qualified presen /demo) |
President: Member 1: WMember 2: Member 3:
N WMuhammad Baber Aw IWr. WMurammad Waseem Al W Junaid Zafar roon Hafeez

Cirecton (intorm,
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