
ATTACHMENT – I 

(See regulation 2) 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA)  
 

CONTRACT AWARD PROFORMA – I   
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services and Goods 
 

 
 NAME OF THE ORGANIZATION/DEPTT: Zarai Taraqiati Bank Limited 

 FEDERAL / PROVINCIAL GOVT: Federal 

 TITLE OF CONTRACT: Procurement of Security Information and Event Management 

(SIEM) Solution 

 TENDER NUMBER: ZTBL-03-2023-3 

 BRIEF DESCRIPTION OF CONTRACT: National Financial Inclusion Strategy of State 

Bank of Pakistan (SBP) with the goal of expanding financial access to general 

public of Pakistan escalated the regulatory requirements on digitalization of both 

Asset and Liability areas of banking sector of Pakistan. In this regard, SBP issued a 

Customers’ Digital Onboarding Framework (SBP BPRD Circular No. 02 of 2021 

dated 15.09.2021) and make the establishment of SOC as a regulatory requirement 

through its sub-clause (b)(I) “FIs should have to ensure 24/7 Security Operation 

Center (SOC) monitoring the security audit log”. Furthermore, SBP Circular No. 05 

dated 30.05.2017 Clause 2.4.5, 2.1, 2.5 also emphasized on security event 

monitoring, detection and response. 

 

 TENDER VALUE: M/s Secureism (Pvt.) Ltd. - Rs. 19,034,149.00 (incl. tax) 

         

 ENGINEER’S ESTIMATE: N/A 
   (for civil Works only) 
 

 ESTIMATED COMPLETION PERIOD: 04 Months 

 WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL  PROCUREMENT 

PLAN?        Yes / No 

 
 ADVERTISEMENT: 



 

(i) PPRA Website: Date: 14.11.2023, PPRA’S Reference No:TS525222E 
 

         (Federal Agencies)  (If yes give date and PPRA’s tender number)     Yes/ No         
 

(ii) News Papers: Express & The News,  
Date: 14.11.2023  

             

   (If yes give names of newspapers and dates)                    Yes/ No 

 
 TENDER OPENED ON (DATE & TIME): 28.11.2023 at 11:00 AM  

 

 NATURE OF PURCHASE:                        Local / International 

 

 EXTENSION IN DUE DATE (If any):      Yes /No 

 
 NUMBER OF TENDER DOCUMENTS SOLD: The tender was published on PPRA 

EPAD System. Bidders have downloaded the bid documents from PPRA EPAD 
System free of cost. 

 

 WHETHER QUALIFICATION CRITERIA  

 WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

 (If yes enclose a copy). 
 

 WHETHER BID EVALUATION CRITERIA  

  WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

  (If yes enclose a copy). 
 

 WHICH METHOD OF PROCUREMENT WAS USED: - (Tick one) 

 
a) SINGLE STAGE – ONE ENVELOPE PROCEDURE ________  

 
b) SINGLE STAGE - TWO ENVELOPE PROCEDURE. ________ 

c) TWO STAGE BIDDING PROCEDURE. ___________________ 
 

d) TWO STAGE – TWO ENVELOPE BIDDING PROCEDURE___ 

 
- PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS 

ADOPTED WITH BRIEF REASONS (i.e EMERGENCY, DIRECT CONTRACTING, 

NEGOTIATED TENDERING ETC.) 

 
- WHO IS THE APPROVING AUTHORITY: Administrative & Financial approval 

accorded by President/CEO ZTBL 

 WHETHER APPROVAL OF COMPETENT AUTHORITY WAS OBTAINED  FOR 

USING A METHOD OTHER THAN OPEN COMPETITIVE BIDDING: N/A 

 

 



 

 NUMBER OF BIDS RECEIVED: 06 

 

 WHETHER THE SUCCESSFUL BIDDER WAS LOWEST BIDDER: 

            Yes / No 

 

  WHETHER INTEGRITY PACT WAS SIGNED:     Yes / No 

  
 

 



ATTACHMENT – II 

(See regulation 2) 
 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA) 
 

 

CONTRACT AWARD PROFORMA – II 
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services & Goods 
 

 

 NUMBER OF BIDDERS PRESENT AT THE TIME OF OPENING OF BIDS: 03 
 
 

 

 NAME AND ADDRESS OF THE SUCCESSFUL BIDDER:  

M/s Securism (Pvt.) Ltd. Innovation & Incubation Floor-3rd F3, Center of 

Informatics & Cybersecurity Commercial Area, Sector-B, Zaraj Housing Scheme, 

Opposite to Giga Mall, Islamabad. 

 

 RANKING OF SUCCESSFUL BIDDER IN EVALUATION REPORT  
 (i.e. 1st, 2nd, 3rd EVALUATED BID): 1st Lowest Evaluated Bidder  

 

 NEED ANALYSIS (Why the procurement was necessary?): National Financial 

Inclusion Strategy of State Bank of Pakistan (SBP) with the goal of expanding 

financial access to general public of Pakistan escalated the regulatory 

requirements on digitalization of both Asset and Liability areas of banking sector 

of Pakistan. In this regard, SBP issued a Customers’ Digital Onboarding 

Framework (SBP BPRD Circular No. 02 of 2021 dated 15.09.2021) and make the 

establishment of SOC as a regulatory requirement through its sub-clause (b)(I) 

“FIs should have to ensure 24/7 Security Operation Center (SOC) monitoring the 

security audit log”. Furthermore, SBP Circular No. 05 dated 30.05.2017 Clause 

2.4.5, 2.1, 2.5 also emphasized on security event monitoring, detection and 

response. 

 

 IN CASE EXTENSION WAS MADE IN RESPONSE TIME, WHAT WERE THE 

REASONS (Briefly describe) 



 WHETHER NAMES OF THE BIDDERS AND THEIR PRICES WERE READ OUT AT 

THE TIME OF OPENING OF BIDS:     Yes / No  

 
 

 DATE OF CONTRACT SIGNING: 09.05.2024 
 (Attach a copy of agreement) 
 

 CONTRACT AWARD PRICE: M/s Secureism (Pvt.) Ltd. - Rs. 19,034,149.00 (incl. 

tax) 

 
 WHETHER COPY OF EVALUATION REPORT GIVEN TO ALL 

BIDDERS:          Yes / No 

 (Attach copy of the bid evaluation report)  
 

 ANY COMPLAINTS RECEIVED:       Yes / No 

 (If yes result thereof) 
 

 ANY DEVIATION FROM SPECIFICATIONS GIVEN  

 IN THE TENDER NOTICE/DOCUMENTS:     Yes / No 

 (If yes give details)         
   

 DEVIATION FROM QUALIFICATION CRITERIA:    Yes / No 

(If yes give details)       
  

  
 SPECIAL CONDITIONS, IF Any:  Nil 

  

 

 

 

 

 

 

[F.No.2/1/2008PPRA-RA.III] 

 

 



Bidder Qualification Criteria Form 
 

S# Condition Requirement/ Document to 

be attached 

Enclosed

? Yes/ 

No 

Proposal 

Page Ref. 

1 Authorization of Tender All pages are duly signed & stamped 

by authorized personnel of bidder 

  

2 Bid Validity is 120 Days Clearly mention in the Bid   

3 Bid Security Bid Security as specified in Section 

14  is attached 

  

4 Compliance of Scope of Work 

SECTION V 

Bidder shall provide compliance 

statement of scope of work (Section 

V), on letter head.   

  

6  

i Documents required in ITB 11 of bid 

document 

Evidence/Proof of documents 

mentioned in the ITB-11 of Bid 

Document 

  

ii A written confirmation that the 

Bidder accepts responsibility for the 

successful integration and inter-

operability of all components of 

SIEM Solution as required by the 

Bidding Document 

On letter head of the bidder   

iii Statement on Country of Origin of 

Quoted SIEM Solution (Including all 

components).  

On letter head of the bidder   

iv Bidding firm should have existence 

in Pakistan for the last 3 years. 

Certificate of Incorporation 

/Registration of business in Pakistan 

  

v The Quoted SIEM solution should 

be listed in any Quadrant of Gartner 

except in Niche Players in latest 

Gartner Ranking  

Print of latest Gartner Quadrant   

vi Bidder should have deployed any 

SIEM Solution at least in One 

Commercial/Microfinance Bank of 

Pakistan  

 

Or 

 

Bidder should have deployed any 

SIEM Solution in at least two 

institutions of Pakistan. 

 Project Completion Certificate 

/Evidence 

  

vii The vendor must have at-least 01 

OEM certified professional 

resources for the proposed SIEM 

solution who/equivalent will be 

engaged with ZTBL for deployment 

of SIEM Solution. 

Share CV and Certification 

Information to check the validity.   

  

viii Income tax (NTN) Certificate. Valid Income Tax (NTN) Certificate 

with FBR Active Tax Payer Status 

printout 

    



ix Sales Tax Registration Certificate  Valid Tax Registration Certificate 

with FBR Active Tax Payer Status 

printout 

    

x Audit report for last 3 years 

 

Audit report is required   

xi SIEM Implementation 

Plan/Schedule  

Provide Gantt Chart   

xii Detail of Compute and Storage 

Requirement for the quoted solution.  

Storage Requirement of logs: 3 

Months Online and 9 Months offline  

Expected Devices/VMS: 200 

Compute Requirements   

 

 

By signing this Form we hereby declare that all information provided above are correct by the best of our 

knowledge.  

We accept all terms and conditions of bidding document and the Procurement Contract as specified in the 

bidding document and the advertisement. 

 

Signatures of Authorized Person 

 

Name______________________ 

 

Designation_________________ 

 

Vendor Name_________________ 

 

 



Evaluation Criteria 

 
Compliance Sheet of Quoted SIEM Solution. 

  Requirements  Complia

nce 

(Yes/No)  

1   Administration & Configuration:  

1.1  The SIEM System should provide central management of all components 

and administrative functions from a single web based user interface. 

 

1.2  The administrator should be able to define role base access to the system.  

1.3  The solution should support auto-discovery of assets that are being 

protected or monitored. 

 

2.0  Operational Requirement  

2.1  The system should be able to integrate through syslog protocol with 

systems/devices and support integration through customs purser with 

applications/systems (Without additional cost). 

 

2.3  The solution must support the automatic update of configuration 

information with minimal user intervention. For example, security 

taxonomy updates, vendor rule updates etc. 

 

2.4  The solution must support a web-based GUI for management, analysis and 

reporting. 

 

2.5  The solution should have features related to high availability/DR 

requirement.   

 

2.6  The solution must ensure all distributed system components continue to 

operate when any other part of the system fails or loses connectivity.  (i.e., 

management console goes off-line all separate collectors continue to capture 

logs). 

 

2.7  The solution should support automated backup  

2.8  The solution should support to checks its internal health.  

2.9  The solution should have sample dashboards out of the box (i.e. for threat 

management, compliance management, etc.). 

 

2.10  The solution should support for customizable dashboard.  

2.11  The solution should have ability to maintain a database of all assets 

discovered on the network.   

 

3.0  Architectural Requirements  

3.1  The solution should be able for deployments as software.  

3.2  The solution should have ability to integrate with other security and 

network solutions. 

 

3.3  The solution must support a distributed data for event and network activity 

collection such that all information can be access from a single UI. 

 

4.0  Log Management  

4.1  The solution should have a log collection and archive architecture that 

supports both short-term (online) and long-term (offline) event storage.  

 

4.2  The solution should support to store/ archives on 3rd party storage i-e SAN.    

4.3  The solution should provide capabilities for efficient storage and  



compression of collected data.  

4.4  The solution should support industry log collection methods/protocols  

4.5  The solution should support long-term access to detailed security event and 

network flow data as per configuration. 

 

4.6  The log searching/analysis should be backed by fastest technology i-e 

elastic search or similar technologies. 

 

5.0  Log Normalization  & Categorization   

5.1  The solution should be able to normalize common event fields (i.e. 

usernames, IP addresses, hostnames, and log source device, etc.) from 

disparate devices across a multi-vendor network. 

 

5.2  The solution must provide the ability to store/retain both normalized and 

the original raw format of the event log for forensic/legal purposes. 

 

6.0  Event Filtering & Analysis  

6.1  The solution should provide near-real-time analysis/searching of events.  

6.2  The solution should provide long-term trend analysis/searching of events.  

6.3  The solution should provide the ability to aggregate an analyze events based 

on a user specified filter. 

 

6.4  The solution should provide more advanced event drill down when required.  

6.6  The solution should provide alerting based on observed anomalies and 

behavioral changes in network and security events. 

 

7.0  Reporting  

7.1  The solution should support the ability to schedule reports.   

7.2  The solution should provide templates based reporting.   

7.3  The solution should provide out-of-the-box reports for as per daily Security 

Monitoring Team.  

 

7.4  The solution should provide out-of-the-box reports for specific compliance 

regulations (PCI) and control frameworks including (ISO 27001).  

 

7.5  The solution should support the automated distribution of reports.  

8.0  Correlation & Alerting  

8.1  The solution should provide alerting based on observed security threats 

from monitored devices. 

 

8.2  The solution should provide the ability to correlate information across 

potentially disparate devices. 

 

8.3  The solution should provide alerting based on observed anomalies and 

behavioral changes in network activity (flow) data. 

 

8.4  The solution should provide alerting based upon criteria/ policy. (e.g., IM 

traffic is not allowed.) 

 

8.5  The solution should  support the ability to correlate against 3rd party 

vulnerability scan results. 

 

8.6  The solution should be able to be updated regularly, to stay aware of the 

latest threat information and research available. 

 

9.0  Threat Intelligence  

9.1  The solution should be able to Threat intelligence data enrichment  

9.2  The solution should provide integration with an open source threat 

intelligence feeds.  

 



9.3  The solution should provide at least one proprietary threat feeds   

9.4  The proposed SIEM solution should support industry standard threat 

information exchange languages/protocols such as “Structured Threat 

Information eXpression” (STIX) and “Trusted Automated Exchange of 

Indicator Information” (TAXII) in order to rapidly add and configure 

diverse threat intelligence from commercial or open-source feeds 

 

10.0  Network Activity Monitoring  

10.1  The solution should have ability to provide analysis on the ingested 

network traffic.  

 

10.2  The solution should support traffic searching associated with logical 

network design (e.g., Subnet/CIDR).  

 

10.3  The solution should have ability to identify network traffic from 

potentially risky applications (e.g. file sharing, peer-to-peer, etc) according 

to network data ingested. 

 

10.4  The solution should have ability to search/profile and present information 

in multiple timeframes..  

 

10.5  The solution should allow users, to create custom  

views using any property of a flow, log etc.  

 

11.0  SIEM Workflow   

11.1  The solution should provide ability to send notification of correlated alerts 

via well-defined methods (i.e. SNMP trap, email, etc.) 

 

11.2  The solution must provide basic workflow capability for security 

operations staff for incidence response. 

 

11.3  The solution must provide bi-directional integration with 3rd party trouble 

ticketing/help desk systems that security operations staff may use to guide 

their work. 

 

11.4  The solution should have ability to provide incident in logical view i-e 

relevant events, network activity data, correlated alerts, vulnerability data, 

etc. 

 

11.5  The solution must provide a searching mechanism to track security 

incidents with relevant attributes. 

 

12.0  Data Source    

12.1  The solution should support integration of log data from Microsoft based 

servers and end-user systems. 

 

12.2  The solution should support integration of log data from Linux based 

servers and end-user systems. 

 

12.3  The solution should support integration of log data from enterprise class 

database solutions. 

 

12.4  The solution should support integration of log data from Data Leak 

Protection (DLP) Security software and tools. 

 

12.5  The solution should support integration of log data from proprietary 

/bespoke applications 

 

12.6  The solution should support integration of log data from Database Activity 

Monitoring (DAM) Security software and tools. 

 

12.7  The solution should support integration of log data from File  



Integrity/Activity Monitoring (FIM/FAM) Security software and tools. 

12.8  The solution should support integration of log data from Identity and 

Access Management / Privilege Access Management (PAM) Solutions. 

 

12.9  The solution should support integration of log data from Directories (i.e. 

AD, LDAP) products.  

 

12.10  The solution should support integration of Network flows (i.e. NetFlow/ J-

Flow/ sFlow etc.).  

 

12.11  The solution should support integration of log data from network 

management systems  

 

12.12  The solution should support integration of log data from Network 

infrastructure (i.e. switches, routers, etc) 

 

12.13  The solution should support integration of log data from vulnerability 

scanners. 

 

13.0  Other  

13.1  Bidder shall provide licenses of the supporting software components 

required to install/run for quoted SIEM. I-e (Database system etc.)  

 

13.0  Training 
 

 

13.1  The solution should have administrator and user documentation.  

13.2  The bidder should provide training to 6 staff members of ZTBL through 

certified resource of the quoted solution.  

 

14.0  Compute Requirement  

14.1 c Attach the compute requirement to the solution (CPU,RAM, Storage and 

Network Requirements) 

 

14.2  Attach Deployment diagram.   

 



ZARAI TARAQIAT! BANK LIMITED

. FINAL EVALUATION REPORT

(AS pER RUrE 35 OF PUBLTC PROCUREMENT RULES 2004)

1. Name of Procuring Agency ZARAI TARAQIATI BANK LIMTED, HEAD OFFICE,
ISLAMABAD

2 Method of Procurement Open Competitive Bidding. Single stage - two envelope
procedure as defined in PPRA Rules 2004, Clause 36 (b)

3 Title of Procurement Procurement of Security Information and Event Management
(SIEM) Solution

4 Tender Enquiry No ZTBL-U3-2023-3

5 PPRA Ref. No. TSE T55252228

6 Date &, Time of Bid Closing 28.11.2023,10:30 AM
7 Date &. Time of Bid

Opening
28.11.2023,11:00 AM

8 No. of Bids Received 06 (Six)

9 Criteria of Bid Evaluation Bidder Qualification Criteria
Bidder complying with all conditions mentioned in the Bidding
Document shall be selected for technical and financial
evaluation. Bidder(s) not fulfilling any condition of Bidder

Qualification Criteria shall be disqualified and their bids shall
not be considered for technical & financial evaluation.

BID EVALUATION CRITERIA
Technical Evaluation Criteria
Bidders' solution submitted as technical proposal must be

capable to perform all functions and must meet all requirements
mentioned in Scope of Work.

Compliance of all technical specifications mentioned in this Bid
Document is mandatory. Technical Evaluation to be done on
compliant/non-compliant basis (without scoring or weightage).
Below specification or partially compliant proposals shall be

declared as Non-Compliant. Technical Compliance Matrix
given in bid document to be used for evaluation.
Financial Evaluation Criteria
Technically Compliant Bidders shall be considered for
Financial Evaluation. Responsive" bidders on basis of Total

Quoted Cost (inclusive of all applicable taxes and excluding
any discount), shall be assigned ranking in ascending order i.e.
bidder offering lowest evaluated price shall be placed at Top
and be called as "Lowest Evaluated Bidder".
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ZARAI TARAQIATI BANK LIMITED

10 Details of Bid Evaluation

Note: The bidders who have quoted the price of SIEM Solution in USD, their prices have

been converted into PKR as per selling rate of USD (IUSD: 280.05) on the financial

opening date i.e, 23.01.2024. Please note that the frnal evaluation report is available on PPRA

EPAD System & PPRA website.

Most Advantageous Bid M/s Securism (Pvt.) Ltd.

Signature:

Official Stamp

I-IJ\SEEB AKHTAR
Dated : 19 .02.z}zalPlHead, PF Oepartment

lnnovstion & TechnologY GrouP

ZTBL, H.O,lslamabad

Marks RulelRegulation/SBD/Policy/Basis
for Rejection/Acceptance as per

Rule 35 of PPRA Rules,2004
Technical

(If Applicable)
Financial

(If Applicable)

Evaluated Cost
(PKR)

Including taxes

Name of Bidder

Compliant to Bid Document Terms
& Conditions.

Financial ranking:

I't Lowest evaluated bidder.

Not Applicable Not Applicable

Rs. 19,034,149.00

M/s Secureism
(Pvt,) Ltd.

Rs.24,004,310.10

Compliant to Bid Document Tetms
& Conditions.

Financial ranking:

2nd Lowest evaluated bidder

M/s Commtel Not Applicable Not Applicable

Not Applicable Not Applicatle

Rs. 35,825,595.25

Compliant to Bid Document Terms
& Conditions.

Financial ranking:

3'd Lowest evaluated bidder

iWs Trillium
Information
Security Systems
(P\4.) Ltd.

Not Applicable Not Applicable

Rs. 38,037,932.15

Compliant to Bid Document Terms
& Conditions.

Financial ranking:

4ft Lowest evaluated bidder.

IWs Supernet
Secure

M/s IT Buttler Not Applicable Not Applicable

Rs. 85,999,814.33

Compliant to Bid Document Terms
& Conditions.

Financial ranking:

5ft Lowest evaluated bidder.

M/s Nayatel Not Applicable Not Applicable

Financial proposal
not opened

Non-compliant to Bid Document
Terms & Conditions. Found
technically non-compliant as per
Bidder Qualification Criteria
(Annexure Z-A) Clause 1, 6(i), 6(v),
6(vD, 6(vii), 6(x).
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