
ATTACHMENT – I 

(See regulation 2) 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA)  
 

CONTRACT AWARD PROFORMA – I   
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services and Goods 
 

 
 NAME OF THE ORGANIZATION/DEPTT: Zarai Taraqiati Bank Limited 

 FEDERAL / PROVINCIAL GOVT: Federal 

 TITLE OF CONTRACT: Acquisition & Implementation of Privilege Access 

Management (PAM) Solution & Allied Services 

 TENDER NUMBER: ZTBL-07-2024 

 BRIEF DESCRIPTION OF CONTRACT: In compliance to SBP directives and cyber 

hygiene assessment report. 
 

 TENDER VALUE: Rs. 20,225,320.40 for Lot-1 

         

 ENGINEER’S ESTIMATE: N/A 
   (for civil Works only) 
 

 ESTIMATED COMPLETION PERIOD: 120 Calendar Days 

 

 WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL  PROCUREMENT 

PLAN?        Yes / No 

 
 ADVERTISEMENT: 

 

(i) PPRA Website: Dated: 15.05.2024, PPRA’S Reference No:TS539510E 
 

         (Federal Agencies)  (If yes give date and PPRA’s tender number)     Yes/ No         
 

(ii) News Papers: Duniya & The News Dated: 16.05.2024  
             

   (If yes give names of newspapers and dates)                    Yes/ No 

 
 TENDER OPENED ON (DATE & TIME): 05.06.2024 at 11:30 AM  

 

 NATURE OF PURCHASE:                        Local / International 



 

 EXTENSION IN DUE DATE (If any):      Yes /No 

 
 NUMBER OF TENDER DOCUMENTS SOLD: The tender was published on PPRA 

EPAD System. Bidders have downloaded the bid documents from PPRA EPAD 
System free of cost. 

 

 WHETHER QUALIFICATION CRITERIA  

 WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

 (If yes enclose a copy). 
 

 WHETHER BID EVALUATION CRITERIA  

  WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

  (If yes enclose a copy). 
 

 WHICH METHOD OF PROCUREMENT WAS USED: - (Tick one) 

 
a) SINGLE STAGE – ONE ENVELOPE PROCEDURE ________  

 
b) SINGLE STAGE - TWO ENVELOPE PROCEDURE. ________ 

c) TWO STAGE BIDDING PROCEDURE. ___________________ 
 

d) TWO STAGE – TWO ENVELOPE BIDDING PROCEDURE___ 

 
- PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS 

ADOPTED WITH BRIEF REASONS (i.e EMERGENCY, DIRECT CONTRACTING, 

NEGOTIATED TENDERING ETC.) 

- WHO IS THE APPROVING AUTHORITY: Administrative & Financial approval 

accorded by President/CEO ZTBL 

 WHETHER APPROVAL OF COMPETENT AUTHORITY WAS OBTAINED FOR 

USING A METHOD OTHER THAN OPEN COMPETITIVE BIDDING: N/A 

 

 NUMBER OF BIDS RECEIVED: 09 

 

 WHETHER THE SUCCESSFUL BIDDER WAS LOWEST BIDDER: Yes / No  

 

  WHETHER INTEGRITY PACT WAS SIGNED:     Yes / No 

 

 

 

 

 

 

 

 

 



ATTACHMENT – II 

(See regulation 2) 
 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA) 
 

 

CONTRACT AWARD PROFORMA – II 
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services & Goods 
 

 

 NUMBER OF BIDDERS PRESENT AT THE TIME OF OPENING OF BIDS: 05 
 
 

 

 NAME AND ADDRESS OF THE SUCCESSFUL BIDDER:  

 M/s Tech6 Solutions (Pvt.) Ltd for Lot-1, Plot No. 3, Service Road North, Near 

NESCOM Officers Mess, I-11/3, Islamabad. 

 RANKING OF SUCCESSFUL BIDDER IN EVALUATION REPORT  
 (i.e. 1st, 2nd, 3rd EVALUATED BID): 1st Lowest Evaluated Bidder  

 

 NEED ANALYSIS (Why the procurement was necessary?): In compliance to SBP 

directives and cyber hygiene assessment report. 
  

 

 IN CASE EXTENSION WAS MADE IN RESPONSE TIME, WHAT WERE THE 

REASONS (Briefly describe) 

 WHETHER NAMES OF THE BIDDERS AND THEIR PRICES WERE READ OUT AT 

THE TIME OF OPENING OF BIDS:     Yes / No  

 

 DATE OF CONTRACT SIGNING: 23.10.2024 (Lot-1) 
 (Attach a copy of agreement) 
 

 CONTRACT AWARD PRICE: M/s Tech6 Solutions (Pvt.) Ltd.- Rs. 20,225,320.40 

(Lot-1) 

 

 WHETHER COPY OF EVALUATION REPORT GIVEN TO ALL 

BIDDERS:          Yes / No 

 (Attach copy of the bid evaluation report)  
 

 ANY COMPLAINTS RECEIVED:       Yes / No 



 (If yes result thereof) 
 

 ANY DEVIATION FROM SPECIFICATIONS GIVEN  

 IN THE TENDER NOTICE/DOCUMENTS:     Yes / No 

 (If yes give details)         
   

 DEVIATION FROM QUALIFICATION CRITERIA:    Yes / No 

(If yes give details)       
  

  
 SPECIAL CONDITIONS, IF Any:  Nil 

  

 

 

 

 

 

 

[F.No.2/1/2008PPRA-RA.III] 

 

 



Bidder Qualification Criteria Form 
 

S# Condition Requirement/ Document to 

be attached 

Enclosed

? Yes/ No 

Proposal 

Page Ref. 
1 Authorization of Tender The bidder authorized representative 

shall sign the bid (use digital 

signatures/certificate or attaché 

scanned proposal through EPADS) 

Please also attach authorization 

affidavit on stamp paper. 

 (Lot 1 & Lot 2) 

  

2 Bid Validity is 120  Days Clearly mention in the Bid 

(Lot 1 & Lot 2) 

  

3 Bid Security Bid Security as specified in Section 

14  is attached 

(Lot 1 & Lot 2) 

  

5 Bidder’s Eligibility 

i. 4 Documents required in ITB 11 of bid 

document 

Evidence/Proof of documents 

mentioned in the ITB-11 of Bid 

Document 

(Lot 1 & Lot 2) 

  

ii.  Past Experience:  Bidder/Principal should have at 

least one (1) successful & proven 

implementation of the quoted 

solution in any Banking Sector/FIs 

in Pakistan. 

Share proof of satisfactory 

deployment from client 

(Lot 1 ) 

  

iii.  The bidder shall assign a dedicated 

Project Manager to manage the 

project and report to the stakeholders 

as per agreed communication plan. 

Attach CV of proposed Project 

Manager having relevant 

Experience  

(Lot 1 ) 

  

iv.  Principal /OEM/Manufacture 

authorization  

Share proof of Partnership and 

manufacturer authorization form 

(Lot 1 & Lot 2) 

  

v.  Affidavit for not being blacklisted  Affidavit that the vendor is not 

blacklisted by the Government or 

Semi Government Organization on 

non-judicial stamp paper.  

(Lot 1 & Lot 2) 

  

vi.  Audited Financial Statements for last 

3 years (Lot 1) 

Audit financial statements is 

required for last three years (if audit 

of last year is in progress or 

pending, the financial statement of 

next last year must be attached) 

(Lot 1) 

  

vii.  Bank Statement (Lot 2) Current Bank Statement having 

balance of at least 03 Million.  

(For Lot 2) 

  

 

 

By signing this Form, we hereby declare that all information provided above is correct by the best of our 

knowledge.  

 



We accept all terms and conditions of bidding document and the Procurement Contract as specified in the 

bidding document and the advertisement. 

 

Signatures of Authorized Person 

 

Name______________________ 

 

Designation_________________ 

 

Vendor Name_________________ 

 

 



Evaluation Criteria 

 

Technical Specification Compliance Sheet 
LOT # 1: 

Sr #   
Technical Requirement  Vendor’s 

Compliance 
(Yes/No) 

1 

Virtual appliance based (VMware supported) (on-Premise) cost effective 
solution should be proposed for both Primary & DR Sites in active passive mode.  
A detailed solution architecture and deployment architecture should be 
provided.  
  
Number of Administrative Resources Administration 20 
Number of Administrative Resources Operations 40 
Number of Departments upto 5 
Number of Organizations 1  
Number of Servers Production 200+  
Number of Databases 10-15  
Number of Network Devices 20+ 
Number of UAT/Test Servers 50+ 
Number of applications(In-House & Off-the-Shelf)  60+   

 

2 
Proposed solution should provide a SINGLE management interface for ALL 
aspects of management along with policy editing and policy management. Or 
equivalent to satisfy the requirement.  

 

3 
Proposed solution must Integrate and interoperate with major identity and 
access management (IAM) solutions. 

 

4 
Proposed solution should have the Ability to monitor live user sessions in real 
time or equivalent.  

 

5 
Provide access through injecting the password in runtime and using single sign-on 
so that no users ever know the password of a privileged, service/application or 
shared/generic account.  

 

6 

Provide secure, audited, fine-grained access control for sensitive (privileged) 
accounts that enable authorized BANK staff to manage diverse BANK 
applications, communication devices and systems that currently reside in the 
BANK data centers/Co-located DC  and/or in cloud.  

 

7 
All privileged access management operations and communications must adhere 
to maximum security standards and known industry practices. 

 

8 

Must implement granular privileged access policies and enforce these policies on 
in-scope BANK systems from a single management platform independent of 
Microsoft Active Directory or other local authentication and authorization 
systems.  

 

9 
Must interoperate with the BANK’s SIEM solution ELASTIC (when required) to 
forward its logs and other operational data.  

 

10 
Must support all Microsoft and other enterprise authentication technologies and 
standards such as Windows authentication, Kerberos, NTLM, SAML, TLS/SSL, 
DTLS, smart card, virtual smart card, biometrics and credentials. 

 

11 
Must provide extensive analytics, reporting and notification functionality to alert 
BANK staff about suspicious activities.  

 

12 
Provide detailed activity auditing for privileged accounts, including service and 
shared/generic accounts.  

 



13 
Provide capability to log and record clicks, keystrokes and commands associated 
with a privileged account and provide a detailed audit log that shows these 
activities clearly when it is needed.  

 

14 
All passwords in the password vault must be encrypted with a minimum of 256-
bit based encryption.  

 

15 
Ability to manage credentials for privileged, shared, generic, application and 
service accounts.  

 

16 
Must support password checkout with configurable timeouts and automatic 
password randomization and able to reset them after use.  

 

17 Ability to build workflows that support both manual and automatic approvals.   

18 

Proposed solution must support consolidated name space behind a reverse 
proxy, allowing users to remember a single URL (access.ztbl.com.pk) instead of a 
unique URL per application. Or Equivalent to deliver the requirement  

 

19 
Proposed solution must implement an Identity Repository with a consistent and 
unified data model Or equivalent to satisfy the requirement.  

 

20 
Proposed solution should be able to integrate with in house built applications 
and out of the box applications deployed in BANK.  

 

21 
Proposed solution should have recording/capture feature for all privilege access 
activities or equivalent.  

 

22 
Proposed solution should be able to integrate with Active Directory and SIEM 
solution.  

 

23 
Proposed solution must have compliance to ISO ISMS (International Standards 
Organization, Information Security Management System) relevant standards 
pertaining to the solution.  

 

24 
Solution should provide capability of single sign-on feature for enterprise wide 
application and systems.  

 

25 
The proposed solution must provide tracking and auditing of the solution 
configuration and changes performed with tamperproof or equivalent.  

 

26 

Solution must be able to report on access at any point in time (current or past) to 
identify activities at a given point in time or equivalent.  

 

27 
The proposed solution should allow to extract historical information from the 
system in excel, pdf, html, csv and other formats.  

 

28 
The proposed solution audit trail must allow security and administration staff to 
see exactly what was changed, how, by whom and when for every change that is 
in the system graphically/dashboard/report or equivalent.   

 

29 
The proposed solution must provide a GUI-based report editor that will allow for 
configuration of adhoc/custom reports to be used in dashboards, form-based 
reporting and email report or Equivalent to satisfy the requirement.  

 

30 

Proposed solution must include detailed usage report including authentication 
events, successful logons and must include filters for different user categories Or 
Equivalent  

 

31 

Solution must include detailed user account reports that include breakdown of 
different user account events such as accounts created, accounts deleted, 
accounts disabled, accounts enabled, accounts locked out and password changes. 
Or Equivalent  

 



32 
Proposed solution must have ability to schedule and distribute reports. Or 
equivalent  

 

33 
Proposed solution must have different level of logging (event, errors, warnings) 
and ability to logging, tracing and turn on configuration settings per 
component/module or Equivalent.  

 

34 
Proposed solution must offer Administrative logging where tasks, activities, 
operations are logged in the system and should be tamper & delete proof. Or 
equivalent to satisfy the requirement.  

 

35 
Proposed solution must support password composition rules over different 
applications/operating systems  

 

36 
Proposed solution must support password history enforcement for systems, 
applications, Operating Systems and devices etc.  

 

37 
Proposed solution must support multi-factor authentication using different form 
factors. Either by cross platform Application or tool with push/pull notifications 
or equivalent.  

 

38 
Proposed solution must support One Time Passwords (OTP) generation and 
communication over email,SMS or equivalent.  

 

39 
Proposed solution must provide mobile application for authentication or 
identification (OTP/PIN/Biometric) or equivalent technology or solution to satisfy 
the requirement 

 

40 
Proposed solution must support advanced rules to switch authentication scheme 
based on risk score and context Or Equivalent to satisfy the requirement.  

 

41 
Proposed solution must have Single Sign On capability for Web applications etc.   

42 
Single Sign-On feature of the proposed solution should support integration 
with all web applications. 

 

43 
Proposed solutions authentication feature must have the ability to authenticate 
users against multiple identity stores/repository or equivalent.  

 

44 
Proposed solution must support definable security roles on per-resource basis as 
well as globally Or Equivalent. 

 

45 
Proposed solution must support both stateful and cookie based session 
management  

 

46 
In the proposed solution’s workflow, the next approver(s) and subsequent 
persons in an approval chain must also be informed.   

 

47 
In the Proposed solution all the approvals, actions and workflows associated with 
enforced rules must be able to be created using a GUI-based wizard or equivalent 
and relevant logs/reports must be available.  

 

48 
Proposed solution must provide self-service and delegated identity 
administration Or Equivalent.  

 

49 

Proposed solution must support for self-service password reset for multiple 
different accounts for a single identity (for example, changing a password on OS 
and a different password on an Application) or Equivalent  

 

50 
In the proposed solution Single Sign-on support for self-service/delegated 
administration interfaces.  

 

51 
Proposed solution support secured communication between different 
components of the solution using SSL/TLS.  

 

52 
Solution must automatically and continuously measure run-time performance. Or 
equivalent.  

 

53 Proposed solution provide a web-based system administration and monitoring  



dashboard for system components or equivalent.  

54 
Proposed solution dashboard must provide summary information such as 
solution health, security and administrative monitoring information or 
Equivalent  
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