
ATTACHMENT – I 

(See regulation 2) 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA)  
 

CONTRACT AWARD PROFORMA – I   
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services and Goods 
 

 
 NAME OF THE ORGANIZATION/DEPTT: Zarai Taraqiati Bank Limited 

 FEDERAL / PROVINCIAL GOVT: Federal 

 TITLE OF CONTRACT: Procurement of Cyber Security Operation Centre (SOC) 

Services 

 TENDER NUMBER: ZTBL-02-2024 

 BRIEF DESCRIPTION OF CONTRACT: SOC Services for compliance of regulatory 

requirements and to meet the security monitoring need. 

 

 TENDER VALUE: M/s Wateen Solutions (Pvt.) Ltd. - Rs. 7,506,235.00 (incl. tax) 

         

 ENGINEER’S ESTIMATE: N/A 
   (for civil Works only) 
 

 ESTIMATED COMPLETION PERIOD: To start services within One Month after 

issuance of Purchase Order for a period of one year. 

 WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL  PROCUREMENT 

PLAN?        Yes / No 

 
 ADVERTISEMENT: 

 

(i) PPRA Website: Date: 18.04.2024, PPRA’S Reference No:TS537349E 
 

         (Federal Agencies)  (If yes give date and PPRA’s tender number)     Yes/ No         
 

(ii) News Papers: Duniya & The News, Dated: 19.04.2024  
             

   (If yes give names of newspapers and dates)                    Yes/ No 

 
 TENDER OPENED ON (DATE & TIME): 07.05.2024 at 11:00 AM  

 



 NATURE OF PURCHASE:                        Local / International 

 

 EXTENSION IN DUE DATE (If any):      Yes /No 

 
 NUMBER OF TENDER DOCUMENTS SOLD: The tender was published on PPRA 

EPAD System. Bidders have downloaded the bid documents from PPRA EPAD 
System free of cost. 

 

 WHETHER QUALIFICATION CRITERIA  

 WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

 (If yes enclose a copy). 
 

 WHETHER BID EVALUATION CRITERIA  

  WAS INCLUDED IN BIDDING/TENDER DOCUMENTS:   Yes / No  

  (If yes enclose a copy). 
 

 WHICH METHOD OF PROCUREMENT WAS USED: - (Tick one) 

 
a) SINGLE STAGE – ONE ENVELOPE PROCEDURE ________  

 
b) SINGLE STAGE - TWO ENVELOPE PROCEDURE. ________ 

c) TWO STAGE BIDDING PROCEDURE. ___________________ 
 

d) TWO STAGE – TWO ENVELOPE BIDDING PROCEDURE___ 

 
- PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS 

ADOPTED WITH BRIEF REASONS (i.e EMERGENCY, DIRECT CONTRACTING, 

NEGOTIATED TENDERING ETC.) 

- WHO IS THE APPROVING AUTHORITY: Administrative & Financial approval 

accorded by President/CEO ZTBL. 

 WHETHER APPROVAL OF COMPETENT AUTHORITY WAS OBTAINED  FOR 

USING A METHOD OTHER THAN OPEN COMPETITIVE BIDDING: N/A 

 

 NUMBER OF BIDS RECEIVED: 04 

 

 WHETHER THE SUCCESSFUL BIDDER WAS LOWEST BIDDER: Yes / No  

 

  WHETHER INTEGRITY PACT WAS SIGNED:     Yes / No 

 

 

 

 

 

 

 



ATTACHMENT – II 

(See regulation 2) 
 

 

PUBLIC PROCUREMENT REGULATORY 

AUTHORITY (PPRA) 
 

 

CONTRACT AWARD PROFORMA – II 
 

 

To Be Filled And Uploaded on PPRA Website In Respect of All 

Public Contracts of Works, Services & Goods 
 

 

 NUMBER OF BIDDERS PRESENT AT THE TIME OF OPENING OF BIDS: 04 
 
 

 

 NAME AND ADDRESS OF THE SUCCESSFUL BIDDER:  

 M/s Wateen Solutions (Pvt.) Ltd, Ground Floor, TF Complex, Mauve Area Road, 

Sector G-9/4, Islamabad. 

 RANKING OF SUCCESSFUL BIDDER IN EVALUATION REPORT  
 (i.e. 1st, 2nd, 3rd EVALUATED BID): 1st Lowest Evaluated Bidder  

 

 NEED ANALYSIS (Why the procurement was necessary?): SOC Services for 

compliance of regulatory requirements and to meet the security monitoring 

need. 
 

 IN CASE EXTENSION WAS MADE IN RESPONSE TIME, WHAT WERE THE 

REASONS (Briefly describe) 

 WHETHER NAMES OF THE BIDDERS AND THEIR PRICES WERE READ OUT AT 

THE TIME OF OPENING OF BIDS:     Yes / No  

 
 

 DATE OF CONTRACT SIGNING: 04.10.2024 
 (Attach a copy of agreement) 
 

 CONTRACT AWARD PRICE: M/s Wateen Solutions (Pvt.) Ltd. - Rs. 7,506,235.00 

(incl. tax) 

 
 WHETHER COPY OF EVALUATION REPORT GIVEN TO ALL 

BIDDERS:          Yes / No 

 (Attach copy of the bid evaluation report)  
 



 ANY COMPLAINTS RECEIVED:       Yes / No 

 (If yes result thereof) 
 

 ANY DEVIATION FROM SPECIFICATIONS GIVEN  

 IN THE TENDER NOTICE/DOCUMENTS:     Yes / No 

 (If yes give details)         
   

 DEVIATION FROM QUALIFICATION CRITERIA:    Yes / No 

(If yes give details)       
  

  
 SPECIAL CONDITIONS, IF Any:  Nil 

  

 

 

 

 

 

 

[F.No.2/1/2008PPRA-RA.III] 

 

 



Bidder Qualification Criteria Form 
 

S# Condition Requirement/ 

Document to be 

attached 

Enclosed

? Yes/ 

No 

Proposal 

Page Ref. 

1 Duly Notarized Power of Attorney 

authorizing the signatory of the Bidder 

to submit the bid 

On Stamp paper   

2 Authorization of Tender All pages are duly 

signed & stamped by 

authorized personnel as 

per Sr.No 1 above.  

  

3 Bid Validity is 120 Days Please submit on letter 

head that the bide 

validity is for 120 days.  

  

5 Bid Security Bid Security as 

specified in Section 14  

is attached 

  

6 Compliance of Scope of Work 

SECTION V 

Bidder shall provide 

compliance statement 

of scope of work 

(Section V), on letter 

head.   

  

7 Bidder’s Eligibility 
i. i Form of Bid  Please attached dully 

filled form of bid 

  

ii.  Preliminary Project Plan Service/Project 

implementation plan 

through Gantt charts. 

  

iii.  Bidding firm should have existence in 

Pakistan for the last 3 years. 

Certificate of 

Incorporation 

/Registration of 

business in Pakistan 

  

iv.  Bidder should be providing Managed 

SOC services to at least one 

Bank/Financial Institute /Fintech 

Company / telecom sector company. 

Project Completion 

evidence /Signed SLA 

  

v.  The vendor should have at least 15 

SOC analysts on their payroll. 

Share CVs and 

Employment evidence  

  

vi.  Bidder must have at least One 

references of Digital Forensics and 

Incident Response (DFIR) services 

rendered during any Security 

Incidence / Breach. 

Please share the 

evidence of such 

service rendered I-e 

Purchase 

Order/Contract/Service 

Delivery Evidence etc. 

  

vii.  Income tax (NTN) Certificate. Valid Income Tax 

(NTN) Certificate with 

FBR Active Tax Payer 

Status printout 

    



viii.  Sales Tax Registration Certificate  Valid Tax Registration 

Certificate with FBR 

Active Tax Payer 

Status printout 

    

ix.  Audited Financial Statement for last 3 

years.  

 

Audited Financial 

Statement are required 

  

x.  Affidavit of nonblack listing 

 

On Stamp paper   

 

 

By signing this Form, we hereby declare that all information provided above is correct by the best of our 

knowledge.  

 

We accept all terms and conditions of bidding document and the Procurement Contract as specified in the 

bidding document and the advertisement. 

 

Signatures of Authorized Person 

 

Name______________________ 

 

Designation_________________ 

 

Vendor Name_________________ 

 

 



Evaluation Criteria 

 
In accordance with regulatory mandates, ZTBL intends to procure Security Operation Center 

(SOC) Services (24*7) to enhance its Cyber Security measures. 

 

The vendors’ team will accurately identify and prioritize threats, delivering insightful analyses 

that empower rapid response to minimize incident impacts. This involves consolidating log 

events and network flow data from various devices and applications using SIEM and other 

security monitoring tools. 

 

The Vendor will provide Cyber Security Operations Services on Hybrid model to  Monitor, 

Detect, Investigate and Respond the cyber security threats by  24/7/.  

 

The vendor shall provide L1 and L2 service by deploying L1 and L2 resources in ZTBL 

premises during office hours and offsite/Remote SOC services during off hours of ZTBL.  
 

The following are expected services to be delivered by service provide to ensure monitor, 

detect, investigate and respond any cyber security alerts/threats to ZTBL.  
 

1. Level 1 SOC Services.  
 

a. Monitoring and Analysis: 

i. Continuously monitor security alerts and events generated by SIEM 

Solutions/security systems. 

ii. Analyze security alerts and incidents to determine their severity and potential 

impact on the organization. 

b. Incident Triage: 

i. Conduct initial triage of security incidents to assess the scope and urgency. 

ii. Classify and prioritize incidents based on predefined criteria. 

c. Alert Handling: 

i. Respond to security alerts and incidents in a timely manner. 

ii. Execute Information Security Incident Management Procedures for handling 

common security incidents. 

d. Escalation: 

i. Escalate incidents to higher-level analysts or incident response teams as necessary. 

ii. Provide detailed and accurate information for escalated incidents. 

e. Documentation: 

i. Maintain detailed and accurate records of all security incidents, including actions 

taken and outcomes. 

ii. Document incident handling as per Information Security Incident Management 

Procedures and contribute to knowledge base development. 

f. Collaboration: 

i. Collaborate with other SOC team members to share information and insights. 

ii. Communicate effectively with relevant stakeholders during incident response. 

g. Tool Utilization: 

i. Utilize available security tools and technologies to investigate and respond to 

incidents. 

ii. Report any issues or gaps in security tools to senior analysts for resolution. 

h. Compliance Monitoring: 

i. Monitor security controls with respect to compliance with approved policies and 

regulations. 



ii. Report any deviations from compliance standards to senior analysts or 

management. 

i. Shift Handover: 

i. Provide comprehensive shift handover to ensure smooth transitions between SOC 

shifts. 

ii. Share critical information with incoming analysts regarding ongoing incidents and 

noteworthy activities. 

j. Basic Incident Mitigation: 

i. Help/Implement basic incident mitigation measures as per predefined procedures. 

ii. Follow established protocols for isolating affected systems or networks. 

k. Threat Intelligence Integration: 

i. Integrate threat intelligence feeds into daily monitoring activities. 

ii. Leverage threat intelligence to enhance incident analysis and response. 

l. Adherence to Policies: 

i. Ensure adherence to security policies and procedures with respect to Security 

Incidences/Monitoring. 

ii. Report any policy violations or weaknesses to senior analysts or management. 

 

2. Level 2  Services  
 

a) Incident Investigation 

a. Conduct in-depth investigations into security incidents. 

b. Shall inform Info Sec Team of ZTBL if SOC Level 3 Support is required.  

c. Analyze the root causes of incidents to understand the full scope and impact 

on the organization. 

b) Basic Forensic Analysis 

a. Conduct basic forensic analysis to gather evidence and support incident 

investigations. 

b. Document findings and share relevant information with higher-level analysts. 

c) Advanced Triage 

a. Classify incidents based on criteria, including threat intelligence and attack 

patterns 

b. Enhance incident triage processes to quickly assess and prioritize  

 Advanced security incidents. 

d) Incident Containment and Eradication: 

a.   Lead efforts to contain and eradicate security incidents. 

b.   Develop and implement advanced strategies to mitigate the impact  

  of incidents on systems and networks. 

e) Malware Analysis: 

a. Analyze and dissect malicious code to understand its functionality and impact. 

b. Develop and maintain a repository of malware signatures and indicators of 

compromise. 

f) Security Monitoring Mechanism Review (SOC): 

a.   Review and assess the security monitoring mechanism and identify 

gaps. 

b.  Provide recommendations for improving security controls and 

measures. 

g) Incident Coordination 

a. Coordinate with internal teams, such as IT and Info Sec team during 

incident response. 



b. Work as part of bank info Sec team to communicate with external 

parties, including vendors, incident response partners, regulators and law 

enforcement agencies. 

h) Threat Hunting 
a. Proactively search for signs of advanced threats within the organization's 

environment. 

b. Utilize threat intelligence and analytics for continuous threat hunting. 

i) Reporting: 
a. Prepare Monthly/Weekly Executive Summary Reports 

b. Prepare detailed incident reports for management, providing insights 

into incident trends and potential risks. 

c. Ensure that incident reports meet regulatory and compliance 

requirements. 

j) Vulnerability Management: 

a. Collaborate with vulnerability management teams to address and 

remediate identified vulnerabilities. 

b. Integrate vulnerability data into incident response processes. 

k) Training and Mentoring: 

a.     Provide training and mentorship to Level 1 analysts and ZTBL 

internal relevant info sec team. 

b.    Share knowledge and expertise with the team to enhance overall    

SOC capabilities. 

 

l) Automation and Scripting: 

a.  Coordinate /Advise SIEM Engineer for implementation of automation 

scripts for repetitive tasks. 

m) Incident Simulation and Testing: 
a. Conduct simulated exercises to test the effectiveness of incident 

response plans. 

b. Evaluate the organization's readiness to respond to advanced cyber 

threats. 

n) Policy and Procedure Development: 

a. Contribute to the development and enhancement of security policies and 

procedures. 

b. Ensure that incident response procedures are up-to-date and aligned with 

industry best practices. 

 

3. SOC Level 3  Services.  
 

For any security incident/data breaches which requires SOC Level 3 services, the vendor 

shall provide/onboard Level 3 Resources on need basis whenever required. 

The man days of engaged resources will be decided with mutual agreement of Info Sec 

Department of ZTBL 

Vendor will also provide Support to ZTBL (as and when required), in case of cyber 

security incidence/breach while responding to external bodies 

1. Forensic Analysis: 

a. Conduct digital forensics on compromised systems. 

b. Gather and analyze evidence related to security incidents. 

c. Document findings for further investigation and legal purposes. 

d. Will help/guide in maintaining the chain of custody of evidences 

e. Will help/guide in ZTBL’s official to communicate with external 



agencies in case of data breach/security incident.  

2. Compromise Assessment 

a. Shall perform compromise assessment to identify and evaluate 

potential security breaches or compromises within ZTBL’s IT 

infrastructure.  

b. Discover indicators of compromise (IoCs) and evidence of 

unauthorized access or activities within a network. 

c. Hunt for potential threats within the ZTBL’s network and systems. 

This involves conducting in-depth investigations, analyzing patterns 

of activity, and identifying indicators of compromise (IOCs) that may 

have evaded automated detection. 

3. Incident Handling and Response: 
a. Lead and coordinate the response to security incidents. 

b. Analyze and investigate complex security events and incidents. 

                             4.  Incident Reporting and Documentation: 

a. Prepare detailed incident reports and documentation. 

b. Provide advisory role to ZTBL’s internal team in coordination with 

Law Enforcement Agencies(LEA), Media and regulators in case of 

data breach or security incidence. 

c. Contribute to post-incident reviews and lessons learned sessions. 

4. SOC Maturity/Other Services  

i. Vendor shall provide SOC Maturity road map to ZTBL. Vendor may adopt any 

maturity model (i-e CMMI etc.) for continuous improvement of SOC Process as 

SOC L4 services.  

ii. As per road map the maturity should be reviewed through Vendor MSOC 

management and ZTBL info Sec Team on monthly basis or as and when 

required.  

iii. Bidder will perform SOC maturity/security assessment bi-annually and provide 

status and progress of SOC maturity on quarterly basis 

iv. Bidder will manage and report the regulatory compliance requirements related to 

SOC, mandated by SBP and other applicable international standards such as ISO 

27001, PCI-DSS etc. 

v. Bidder will provide / develop necessary operational documents, 

awareness/educational content related to SOC functionality to meet regulatory 

requirements and applicable international / ZTBL’s IS policy standards. 

vi. Bidder will define KPIs and KRIs related to SOC of ZTBL.  

Bidder shall nominate their SOC Manager for coordination. 




































































































